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on a daily basis. Forensic mental health professionals should become fomiliar with ethical and legal responsibilfies concern-
ing confidentiality and the use of technologies sisch as tedephones, cell phanes, fax, email, and chat. Becoming cognizant of
the benafits and hazords in using lechnology will enhance the forensic proditiioner’s ability jo pradiice risk manogement within

his or her particulor work setfing.

Discussion

Technology is 2 common part of oar work
and personal lives. Using the computer to
areate documents, read and send e-mail,
“Coogle” for information, and enter data
to penerate freports IS 3 MaiRdReRm activity.
Fax machenes hawe becomne almost passé, bt
they ase still wsed. Carrying a ol phone has
beoene almost 2x comman-

The use of this technology assames certain
ner that should be considered.

of education and work setting, are Bmiliar

Durimg the informed coaseat process, foses-

sc mental health professionals adecte dients

about the pasible crosmstances in which the

miormation shared during a sex-

siom might be shared with

others. If the srvice is

- mandated by the

courts, all of

the informa-

tion may

be avad-

-

able to the cowrts. Otherwise, prcantions ase
taken to ensare that the dient’s information
of laws such as HIPAA (Health Insarance
Portability and Accountahility Act), state §-
ansing rales, and ethical code(s) of vanoos
mental bealth orgeavatioss (Intermational

Howeves, mamy professonals do mot consd -
er the bagc tasks performed every day as asas
of practice that isvolve any particslar nck. For
example, many professonals sdy on e-maid to
make contact with dients or to st up appoint-
appeopriate rdesce of information, may we -
mail to send a neport or smmary to anothes
mental hesith profesconal or 2 bwyes. Others
encourape collatenal sources to send informa-
tion regarding a dient via o-mail. The collat-
court 2 hearsyy, i weed in writing certain fo-
remsic evahmtions such a5 astody and paseatal
fitness. “This information may be flattering of
the dient’s dhamacter or may contasn inflam-
matory rermmarks and other negative mforms-
tion that may or may not be acoamte.

In maost casex, forensic mental health -
ents ase comrt-osdered o obtain an evalhmSon
and/or treatment. Because of the coust onder,

the “dient therapist” privilepe & not atways




. are penenally seported to an sstharity of the - |

ent’s case, and tracking peogsess is typical pro-
tocol. Forensic mental health evalmtons often
sork out additsonal mformaton mm
lateral soaroes. Collateral mformstion may he
abtained through the dient’s friends and fam-
ily and may or may not place the dient in the
best light. How this collateral information &
abtained i important when managing risk.
The following delincates “best practice”™
with repasd to trascmisson of dient and col-
examples of protecting confidentiality in a
be wsed to compase and Sustrate the impaor-
tance of protecting client rights and ensar-
ing that only persons with 2 “need to know™
For the purposes of this article, we will use
the following work eaviroamest to illastrate
comhdentiality s

Jim Brown is 2 45-year dimician who has
a tmstey’s degree. Hee is Bormsnd to practioe
profesional couneding in his sate. He has

= e =
ficiency in certain areas, e of which is
the Certified Forensic Coasultant (CFC)

-t
»

tal fitness, domestic violence, sex offenders,

and substance abuse cases. On 2 typacal
day, he completes two dinical interviews,
SCOITS ASCTWONE INATUMenEs, MEVAEws oX-
isting e, and obtaiss collatesal informa-
Gon. fim has a computer at his office and 2
laptap he uses while traveling. He alo has
2 computer at bome. All three competess
e med for testing parpenrs, writing cvals-
ations, and cormesponding with collcapues
and dients. He alloo receives e-mails and
phone callls via his cdl phone throughout
the day. The office fax machine is wsed by
other staff people, evalnators, and himsdf
Occasiosally, he conducts evahmtions oot
of the office aither in the dient’s home or
in another desipnated location.

What sseas in the work stting described ahove
ase of concem for beeaches of confidential-
1o keep filles locked and out of reach of oth-
er diients and staff who do not have
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uation in an office with mare than one dins-

can, sound harriers must be nsed to baffer
privacy is maintained when sSpring in at the
entrance, so other dients do not have aooess o
names and the reesoa for another persons visit.
Transposting files from one location to aother,
as Jim does, is typically conducted in sach 2
fshion & to concesl the e fromn sight, and &
s kept Jocked in a fille case or bricfcase when
not on ane’s person. These axe camples of pre-
cations most dinicians know mast be taken
Whike mamy forssic mental health profession-
als may mot be oblipated to observe HIPAA
others crates the hest standasd of care. Other
lesx obwious aseas that may casse 2 beeach of
- - a ; - I!
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Are compuiser screems in che office or ar home
it ble 1o cliens, saff, or ovhers wbo do mor
Bave a meed so know? Stalf whose tasks mvolve
data entry about clients shoukd alt the screen
away from view, and a soreen shield shoukd
be used. When using a laptop during ravel,
a screen shickl should also be used to avoid
intentiomal eavesdropping by others and to
protect client names from the public.

Are compuicers pavwerd proseczed” One's home
computes should be passwond-protecied from
family, friends, and guests. This concepe ap-
plies to the work setting as well, and using
the “necd to know™ prindple can be help-
fuzl in panping who shoukl have access 1o the
wurk computes. At the wery least, the computes
should be password-peotecied o prevent casy
access to confadential information, pantiaalar-
Iy if the laptop or PDA & ond’s main pessonal
computer, because it is at higher nsk of beng
aolen. Additiosal peecastions cn induade pass-
word-peotecting document fiks andfos placing
the files in encrypeed storape tha may be an
the hard drive or hosed on the Internet via a
thisd-party server. HIPAA-complane fike sior-
ape service is available at minimal cost.

& whe facamile machine in an area of the of-
fice or home char offery confidemeial receipr of
decumenc? Staff who do not have a need-to-
know basis should not have acoess to incoms-
ing fax documents. If the pracitioner works
from home, the fax machine should be in a
lodked office. The fax can often be ot not to
primt antil activated by the recipient. These
are important factors to consider when de-
ssgming work flow in the work and bome of
fice seeting,

Is ithe pracrinioner descusing confidenrial oii-
eny imfermanion via & cell phome? Cell phone
comversations are not a ssoare and confiden.
tial mode of communication. If a client calls
with confadential information, or a collateral |
source reeurns a phone cill, the caller should
be advised of this, and every offort should be
made to commumicate in an alternative se-
cuse fashion. Landline phones are soaure and |
VoI P (Voice aver Intermet Protocol) phone
coaversations via services sach as Skype are
secure and encrypted.

Does the pracrigoner e e-mail w0 confirm ap-
poinmmens and disemingio/receive Informa-
risw? Forensc evaluators may receive inatial
enguirics through e-mail. When respoading,
the evaluator should consider whether they ‘
are emcouraping an open lime of communica- |

Condusion

Forensic mental health pracritioness work in
different sextings under dffesent guidelines
and autherities, mduding codes of ethic, |k

anonp scopes of pracice, and HIPAA wpi

Lations. Although one pracitioner may not
be mandated to comply with certain ethics
or laws, all mental health practitioners should
use guidelines and Lws as formulation for
“best practice.” In doing so, forensic mental
hedeh pracitioners avoid risks in the form of
libel, slander, and breach of confdentialicy.

tion that & not seaare. Standard e-mail s not
sxcuse or enaypted. Evaluatoes should make
every effort o use encrypted ¢-mail with di
ents or collaseral sources to protect the con-
fidentiality of all parties (“*Advice on Croup
Caoverape™, 2003). Intake forms, contracu-
al agreements, and other scemingly innoas-
ous documented information shoald not be
passed theouph umencrypeed e-mail (National
Baard for Cemified Counsclors, 2005). Many
may think it unlikely that an &-masl will be
interceptesd, but the likelihood of someone
breaking into ooe’s office and stealing files is
dim as wdl. Sl as professionals, we gener
ally take certain peecautions and keep fles in
locked file cabinets.
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(1) ar chat programs such as AOL or Yahoo?
Although these IM or chat programs offer
a convenient way to communicate, the ser
vice is not secure and encrypted (Amenican
Counseling Assocation, 2005). Bea practice
sandards repasding e-mail ae applicable 1o
IM chat as well. Because we now know that
e-mails can be traced and that chat room
particpants can be found (Manes, 2007},
encryption is the dlectronic aquivalent of the
locked fling cabinet.

Is che pracuzioner wsing iRsians messsging ‘
|

Has ohe pracrinener incorporased these comemmn-
micarion and confidenssalizy twes imso ihe in-
Sormed consens process? Allowing the client to
undesstand the limitations of certain forms
of comnunication encourages best practice,
protecs the dienst, and minimies risk o the

focensic mental health peofessonal.
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